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Foreword 
 
iCERT – the Industry Council for Emergency Response Technologies - is an association 
comprised of technology and software providers, and related organizations to the public safety 
marketplace. iCERT improves the public safety ecosystem through ensuring that the needs 
and views of commercial technology providers are recognized by working collaboratively with 
all public safety stakeholders and advocating for increased public funding for all public safety 
technologies, driving continuous technology improvements, and providing education.  
 
iCERT plays an important role as the voice of commercial public safety companies, wireless 
carriers, software developers, and related vendors on issues impacting 9-1-1 / NG9-1-1 and 
the emergency response system. iCERT’s membership is diverse, which promotes different 
perspectives on issues.  This paper is intended to demystify the cloud, its practical usage, and 
application in 9-1-1 / NG9-1-1, which is of paramount importance. 
 
On behalf of all of iCERT’s members, our Board, iCERT’s staff, and especially those who 
worked on this paper, thank you for reviewing this information. We hope that it is of interest 
and benefit. Comments, questions, and membership inquiries are always welcome. 
www.theindustrycounci.org executivedirector@theindustrycouncil.org  
 
Kim Robert Scovill, Esq. 
Executive Director, iCERT 
 

Twitter Facebook LinkedIn  
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Purpose of this Working Group Paper 
Today many organizations, both public and private, have harnessed the power of cloud 
technology. But this is just the beginning. Further market development and competition between 
clouds will allow public safety to reap the benefit of billions of dollars of private investment in 
Cloud Computing infrastructure. 

As with any advancement in technology, there is a learning curve. The purpose of this paper is 
to help readers develop a better understanding of Cloud Computing. 

Public Safety Grade Data Centers 
Data centers and networks are core to the emerging NG 9-1-1 system that will serve the next 
generation of public safety. In July 2019, iCERT’s Innovation and Technology Committee’s 
Cloud Working Group (I&T-CWG) released “Public Safety Grade Data Centers Evaluation 
Guidelines Series Step 1 - Data Center Evaluation in an Era of Industry Disruption”.  In that 
paper, I&T-CWG took the first step toward evaluating public safety infrastructure by sharing a 
universal system for selecting a data center that meets public safety’s “five-nines” infrastructure 
requirement.  That paper suggested that it is not crucial whether you label your data center as 
“Cloud” or “On-Premises.” What is essential in operating a public safety grade data center is 
reliability and security. A reliable and secure data environment that is Tier III+ or IV and 
compliant with the NIST Cybersecurity Framework is vital for a true public safety grade data 
center. 
 
This iCERT Working Group Paper takes the second step in the process and examines 
infrastructure solutions that have been available to public safety using Tier III+ and IV level data 
centers.  

This paper also seeks to clarify the term “cloud” as it applies to public safety. It addresses some 
critical emergency response and public safety applications already deployed in the cloud, 
related public safety application trends (establishing a perspective for the future of cloud in 
public safety), and assesses trends in cloud computing. The paper covers the considerations 
necessary to build a Tier IV (Tier III+) solution in the cloud and explains approaches to cloud 
security, reliability, and availability that are requisite considerations for using cloud services. It 
also addresses the risks and limitations of deploying solutions into the cloud, demonstrating the 
care required in constructing a public safety grade cloud solution. 

Please Note: In addition to cloud infrastructure, I&T-CWG understands the fundamental 
importance of mission critical networks for connecting NG 9-1-1 to it; thus, exploration of public 
safety grade network requirements will occur in subsequent I&T papers. 
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Historical Context of Cloud Computing 
The emergence of cloud computing is best viewed in the context of Appendix 2, which depicts 
the chronology of computing. Appendix 2 details the history of need driving innovation - the 
need to create, save time, save money, conquer, or compete. The push-pull of social and 
regulatory environments foster or stifle this creative activity, whereas standards provide an 
architectural baseline as well as consensus and clarity of understanding of operational use. 

Rise of the Clouds 
Although the term “cloud” is everywhere, cloud computing did not appear out of thin air. Today, 
we talk about using “the cloud” to store photos, backup computer data, stream movies, and 
conduct daily business on our smartphones. It is also becoming the standard for agencies and 
enterprises to run their IT operations. Many companies, governments, and global enterprises 
have moved away from building and maintaining their own data centers instead, entrusting large 
cloud service providers (CSP) for networking, hardware, and cloud services to manage their 
entire IT environments. Independent Software Vendors (ISVs) have moved to the cloud as a 
more efficient and scalable way to manage Software as a Service (SaaS) offerings. 

Technology innovation has fundamentally changed human behavior. The ubiquitous 
smartphone provides citizens with instant communication, data access, and information sharing. 
Location services, social media, and cameras have introduced massive amounts of data - 
nearly all of which is being stored and processed in a cloud. This creates two challenges for 
governments, including public safety: 

(1) There is more data available today than at any time in history. 
(2) Expectations for services from governments are higher than ever. 

Advances in technology are putting an unprecedented amount of data in the hands of public 
safety agencies. To make efficient and productive use of it, approaches to data collection, 
storage, analysis, and application will have to adapt.  But doing so is not possible without 
cloud-based services and infrastructure. The data sets are too large, the technology too fluid, 
and the requisite investment in private infrastructure is too massive for most public safety 
agencies. 

Concurrently, citizens services - including emergency response and public safety - must 
accommodate a digital-native population. Substantial resources will be required to adapt to that 
change. Anyone can order a ride, have groceries delivered, or track a package in near real-time 
via a smartphone.  Citizens, first responders, and public safety professionals expect a seamless 
and digital user experience and that those charged with saving lives and maintaining public 
order have modern technology at their disposal. Cloud computing, with its scalable, virtually 
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unlimited resources, and ability to manage complex multi-tenant environments, provides a 
viable option as the backbone for the next generation of emergency response technologies. 

The term “cloud” can be nebulous or even intimidating to many public safety professionals. 
Because of the uncertainty or misunderstanding associated with the cloud, many public safety 
professionals choose to ignore or steer clear of adopting the “new” technology. However, cloud 
technology is far from “new.” It is currently used in mission critical industries including federal, 
state, and local public safety. 

Defining the Cloud 
Cloud computing is the on-demand delivery of IT resources—computational power, database, 
storage, applications, and other services– via IP networks. Cloud computing runs counter to the 
traditional model of IT acquisition and utilization of an on-premises datacenter. Instead of 
buying, building, and maintaining physical servers, networking equipment, and physical space, 
consumers can acquire and consume IT services on an as-needed basis. 

A false perception of cloud computing is that the cloud is merely an offsite datacenter. While you 
do access offsite data centers, what makes cloud computing different is that it is accessed more 
like a utility (e.g., electricity). According to The National Institute of Standards and Technology 
(NIST), there are “5 essential elements” of cloud computing:  1

1) On-demand self-service 
A consumer can provision capabilities on their own without human interaction. In “public cloud” 
environments, resources are accessed via a console or command line interface. 

2) Broad network access 
Capabilities are available over the internet and accessible via multiple device types (desktop, 
mobile phone, tablet, etc.).  

3) Resource pooling 
The provider’s computing resources exist within a multi-tenant  model, with different resources 2

assigned according to consumer demand. The customer is unable to control the exact physical 
location of the server within the datacenter. 

1 https://csrc.nist.gov/publications/detail/sp/800-145/final 
2 Multi-tenant architecture, often referred to as multitenancy, is a software architecture in which multiple 
single instances of software run on a single physical server. The server then serves multiple tenants. 
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4) Rapid elasticity 
Capabilities can dynamically scale up and down based on demand. Capacity is seemingly 
unlimited to the consumer and can be provisioned at any time. 

5) Measured service 

Cloud resource usage can be metered and monitored through reporting. This enables a utility 
model of consumption where you pay for only what you use. In this model, usage and costs are 
transparent, and all capital expenditures instead become operational expenditures. Adjusting 
costs on the fly based on usage and consumption is one of the most beneficial aspects of cloud 
computing. In addition, the cost to analyze big data is exponentially lower under cloud 
architectures than on-premise. 

Cloud Deployment Models 
NIST defines multiple “deployment models” for cloud, including private, public, community, and 
hybrid models (See Appendix 1). It is important to note that the NIST definitions were published 
in 2011. Due to rapid changes in cloud computing, further refinement of these models could 
better define the technology as it exists today. For example, the NIST definition of public cloud 
does not differentiate between the major CSPs and smaller cloud providers that might provide a 
single service like storage or basic server compute resources. Nor do NIST definitions 
acknowledge the overlap between “public cloud” and “community cloud.” This is an important 
distinction since the public cloud can accommodate many of the compliance regimes required 
by specialized communities (e.g., public safety or healthcare) and provide the capability to 
create a logically isolated environment. Some public cloud providers have fully partitioned 
government cloud regions accessible only by organizations that meet specific criteria. 
 
The focus of this paper is the role of large CSPs—Amazon Web Services, Microsoft, Google, 
Oracle, Alibaba, and IBM—and their roles in providing a “community cloud” that is distinct from 
“public cloud.” These six CSPs are the only Infrastructure as a Service (IaaS) providers 
evaluated by Gartner.   This is not to discount the potential role of hybrid or community cloud 3

configurations for public safety—such considerations will be addressed throughout this paper. 

  
 

3 Gartner is one of the leading research and advisory companies. 
https://www.gartner.com/doc/reprints?id=1-1CMAPXNO&ct=190709&st=sb 
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Cloud Delivery Models 
There are three main delivery models for cloud computing: Infrastructure as a Service (IaaS), 
Platform as a Service (PaaS), and SaaS. These models are the traditional way the IT industry 
distinguishes how to deploy cloud services by the varying levels of authority that can be 
delegated to a vendor or the CSP.  
 
Following is a diagram that contrasts On-Premises, IaaS, Paas, and SaaS.  The blue blocks are 
the areas you manage, while the orange blocks are the areas that others, typically the cloud 
provider, manage for you.  Notice with an On-Premises model you control everything, while in 
SaaS, you control very little.  IaaS and PaaS offer a middle ground between controlling 
everything and having no control. 

 

Infrastructure as a Service (IaaS)  4

Infrastructure as a Service (IaaS) contains the basic building blocks for cloud IT and typically 
provides access to networking features, computers (virtual or on dedicated hardware), and data 

4 https://www.bmc.com/blogs/saas-vs-paas-vs-iaas-whats-the-difference-and-how-to-choose/ 
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storage space. IaaS is the most similar to the traditional datacenter model as the consumer is 
given a high degree of control over the type of server, computational, and networking resources 
used. IaaS maintains distinct differences and potential advantages over on-premises because of 
automated and managed processes from the CSP including controls on the virtual machine 
(VM) and physical management of the hardware and networking.  

Platform as a Service (PaaS) 
Platform as a Service (PaaS) removes underlying infrastructure (i.e. hardware and operating 
systems) and allows the consumer to deploy applications created using programming 
languages, libraries, services, and other tools supported by the PaaS provider. This means the 
CSP controls more of the responsibility of the operating environment including the operating 
system and the middleware. 

Software as a Service (SaaS) 
Software as a Service (SaaS) is a consumer application running in the cloud infrastructure. The 
consumer does not manage or control any of the underlying infrastructure as it is controlled by 
the SaaS provider. SaaS solutions place virtually all control of the environment with the CSP 
and the solution provider. The Public Safety consumer is only responsible for how it accesses 
and uses that particular piece of software (e.g. identity management, device management, data 
input). 

History of the Public Cloud 
Public cloud service began to take shape in 2006 with the launch of Amazon Web Services’ 
Elastic Compute Cloud (EC2) and other accessible services such as Google Drive and Dropbox. 
The services sought to provide service delivery via an offsite datacenter in an environment that 
was both scalable and fault tolerant. Over the intervening years, CSPs have evolved to deliver 
massive global infrastructure and networking to support highly available workloads.  
 
In addition to computing and object storage solutions, CSPs offer a range of remotely 
accessible services such as databases, analytics, artificial intelligence, machine learning, and 
Internet-of-Things (IoT) capabilities. These cloud services created a menu of technologies 
available for ad-hoc consumption with a range of capabilities previously inaccessible or 
cost-prohibitive. 
  
Over the course of the commercial cloud’s development, the public sector began to take notice 
of the market trends. The Federal Government created the Cloud First Initiative and the Federal 
Risk and Authorization Management Program (FedRAMP) in 2011 to provide standardized 
approaches to security assessment, authorizations, and continuous monitoring for cloud 
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products and services.  The framework aided increased adoption by government agencies, 5

including federal law enforcement and emergency response agencies.  
 
As the public cloud has matured and vendor trust developed, more and more workloads were 
migrated to the cloud. Analyst firm Gartner predicts that by 2023, over 80 percent of new 
technology solutions adopted by governments will be delivered and supported using an 
anything-as-a-service (XaaS) model where capex is entirely substituted for opex and all services 
are simply plugged into - the majority being in the public cloud.  XaaS is not covered in this 
paper since it is only an emerging trend as cloud computing becomes ubiquitous. 
 
“Adoption of XaaS models is increasing across all industries globally – primarily driven by cloud 
services - and government is no exception,” said Alia Mendonsa, senior director analyst at 
Gartner. “The model offers an alternative to legacy infrastructure modernization and investment. 
It’s a promising way to scale digital government  because it can provide small local offerings as 6

well as nation-wide services.”  7

Public Cloud and Public Safety 

SaaS is the strongest driver of cloud adoption in public safety technology. Companies like 
Salesforce and Microsoft made enterprise subscription-based software-as-a-service popular 
ushering in a shift in software consumption. 

An early public safety cloud use case came from an increase in digital video evidence from body 
cameras, dash cams, and others. The deluge of data led to a demand for managed digital 
media services (delivered as a subscription model), with companies like Axon making 
subscription-based digital evidence management (DEMs) popular in law enforcement. 

As the pace of technology accelerates, more sensitive, highly available, and mission-critical 
public safety applications are being delivered via the SaaS model. With this model, software 
companies argue they can manage and support deployments more efficiently and 
cost-effectively due to a multi-tenant infrastructure where agencies share parts of the instance, 
and specific privileges keep customers logically separated. 

Agencies stand to benefit because the vendor handles security patching and upgrades with 
minimal disruption.  Also, the introduction of new features occurs without painful upgrades, and 
agencies don’t have to grant vendor access to their IT environment since the environment is 
fully managed. 

5 2017 Report to the President on Federal IT Modernization 
6 
https://www.gartner.com/en/newsroom/press-releases/2018-09-12-gartner-survey-finds-governments-ma
king-slow-progress-with-digital-initiatives  
7 
https://www.gartner.com/en/newsroom/press-releases/2019-03-06-gartner-predicts-by-2023-over-half-of-
government-it-w 
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Records Management Systems (RMS), Computer Aided Dispatch (CAD), DEMs, document and 
policy management, and other key mission-critical systems are increasingly being offered as 
SaaS in the cloud. The configurability and scalability of modern cloud-based CAD and RMS 
enable services in workspaces, vehicles, and mobile devices, improving mobility, data 
collection, and information sharing capabilities. 

Federal law enforcement is an early direct adopter of cloud technologies. The Federal Bureau of 
Investigation (FBI) and the Department of Homeland Security (DHS) have migrated critical 
workloads over to the cloud in conjunction with the cloud first initiatives. For example, the FBI 
relies on the commercial cloud to serve as the backbone of its data repository to analyze 
terrorist activities.  The FBI Criminal Justice Information Services (CJIS) Division is using the 8

cloud to “maximize availability,” improving information sharing and search capabilities for its 
criminal intelligence databases.  The Homeland Security Information Network (HSIN), which 9

serves as the backbone of information sharing for DHS, state, and local governments, also 
migrated to the cloud.   10

Benefits to Public Safety 
The benefits of cloud services to public safety potentially extend through the entire emergency 
response and criminal justice lifecycles. 

Scalability of resources 
Cloud resources properly configured autoscale to meet demand. In an emergency response 
situation, the ability to have virtually unlimited IT enables quicker processing of information, 
extensible storage, and faster analysis of data. During disasters or emergencies, the massive 
influx of data - 911 calls for service, digital evidence, radio traffic, geospatial information - can 
put a strain on fixed infrastructure designs, especially if there is not adequate hardware. Cloud 
infrastructure enables auto-scaling and load balancing that can accommodate surges in 
requests and reduces risks of slower service and downtime that can hamper emergency 
response.  

Redundant infrastructure and fault tolerance 
The largest CSPs build out a large global infrastructure that not only enables scalable resources 
but creates layers of fault tolerance. CSP infrastructure is architected to withstand a massive 
loss of critical infrastructure. Even during a large man-made or natural disaster, workloads can 
be shifted entirely out of the geography, something that cannot be done in an on-prem 
environment. As an example, flooding can affect on-premise data centers and PSAPs. 
However, with geo-diverse Customer Premise Equipment (CPE), radio dispatch and CAD in the 
cloud, the PSAP IT environment can immediately shift infrastructure in the event of such 

8 https://www.fedscoop.com/fbi-data-aws-christine-halvorsen/ 
9 https://www.fbi.gov/file-repository/2018-iso-symposium-presentations_20180827.pdf  
10 https://www.fedscoop.com/dhs-moved-network-cloud/ 
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flooding. Emergency dispatchers can access the dispatch environment from anywhere in the 
world to ensure continuity of operations.  

Information Sharing Environments 

Information sharing is critical to public safety. The cloud is uniquely suited for information fusion 
and data sharing environments not only due to shared infrastructure but with security, access 
control, and auditing capabilities that are critical in shared access to sensitive data. During joint 
operations or an emergency, the flexibility to share GIS and location data, criminal investigation 
data and intelligence, and robust communications is critical. The common IT environment 
enabled by the cloud is well suited to both sustained and ad-hoc information sharing 
environments. 

Analytics 

The processing power provided by the cloud enables analytics at a scale not possible in most 
on-premise public safety data centers. Services like image and object recognition, real-time 
voice transcription and translation, and natural language comprehension and processing can 
provide intelligence during emergency response or criminal investigations. Because of the 
pay-as-you-go nature of cloud consumption, these analytics are generally not cost prohibitive to 
smaller agencies that typically would not have the hardware resources and budget to invest in 
such systems. 

Public Safety Benefits 
The shared infrastructure of the cloud has specific benefits to public safety:  

Collaboration 

The cloud facilitates collaboration by providing accessible, pervasive, and low cost networking 
and storage. This removes the barrier of complex integration and synchronization schemes 
between disparate systems. 

9-1-1 Authorities can realize substantial value from the sharing of GIS data and maps through a 
cloud-anchored GIS database. This provides seamless collaboration on address and shapefile 
boundaries - both of which are essential for NG 9-1-1. 

Response for multi-jurisdictional events like kidnapping or child abduction can be easily 
coordinated. This occurs with incident management that breaks the boundaries of traditional 
technology in the PSAPs back office, reaching some common ground in the cloud where 
information and the emergency response can be shared and coordinated. 
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Call Routing 
In the legacy 9-1-1 world prior to NENA i3, alternate and overflow call routing is defined in the 
Selective Router.   In the Intermediate State and End State Next Generation 9-1-1, calls will not 
traverse a Selective Router. In the legacy environment, changes to routing configurations in the 
Selective Router generally requires manual intervention. Additionally, alternate or overflow 
routing is sometimes an “all or nothing” proposition. In an i3 environment, by utilizing a policy 
routing function (PRF) and geo-spatial routing, calls can be routed, whenever and wherever, by 
an easily configured policy shared with relevant stakeholders.  Since the PRF and the 
Emergency Call Routing Function (ECRF) are critical to the routing, Tier III+ and IV data centers 
provide a favorable infrastructure for collaboration and utilization of the PRF and ECRF 
functional elements. 
 
A cloud environment, with applications developed with cloud technologies, provides resilience 
and surge call volume processing capabilities.   Currently, the capacity to receive calls at a 
PSAP is often restricted by the number of 9-1-1 TDM trunks that terminate at the PSAP.  An IP 
phone system is capable of handling surges in 9-1-1 call volume but trunk limitations must still 
be overcome by using IP-based ESInet technology in conjunction with the IP-based phone 
system to enable a true call surge capability.  However, moving from traditional TDM circuits to 
SIP signaling places a heavy emphasis on computing power and infrastructure resilience, which 
can be addressed in a cloud environment. 

Maintenance, Agility, and Economic Parity 

The benefits of shared computing infrastructure are nothing new to computing. It goes back to 
the 60s with the emergence of timeshare of mainframe computing resources. In 1961 vendors 
figured out that by allowing a large number of users to interact with a single computer, 
time-sharing dramatically lowered the cost per user. This also made it possible for individuals 
and organizations to use a computer without owning one, making the job of promoting the 
interactive use of computers and the development of new interactive applications easier. 

Not only does the cloud lower cost and support the proliferation of advanced computing, but 
today it also facilitates technology innovation with reduced maintenance and increased agility. 
The cloud’s centralized infrastructure offers an alternative to 9-1-1 Authorities, helping them 
step away from the methodology of filling a rack full of hardware and locking it down in their 
back offices. With the cloud, features and functions can be added as needed. Moreover using 
cloud deployments, 9-1-1 Authorities can collaborate to gain expertise and functions across 
jurisdiction.  

  

The economics of the cloud can provide a cost-effective solution that allows small agencies to 
have the same level of service as large agencies. This is important to the integrity of public 
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safety in the United States as the vast majority of  9-1-1 call centers in the country are small 
(approximately 91% of the approximate 6000 PSAPs are less than twenty position PSAPs).  1112

Considerations for the Public Cloud 
As the public cloud computing market developed with AWS, Microsoft, Oracle, IBM, and others, 
CSPs sought to create an environment more cost-efficient, more secure, and more scalable 
than on-premises data centers. As previously mentioned, much of private industry, SaaS 
providers, and federal agencies leverage the cloud, but public safety is still early in its transition 
to the cloud. As a result, public safety agencies and public safety technology vendors will have 
to be diligent when selecting a cloud deployment model and vendor.  

In the previous paper, we mentioned there are many considerations when picking a data center; 
of these, security and reliability are paramount. The largest CSPs provide the infrastructure to 
approximate a Tier IV data center. This means that users don't have to invest the massive effort 
and capital expenditure required to build a public safety grade datacenter in-house. 

Security 

It is important to understand that cloud security is a shared responsibility between the CSP, 
SaaS provider, and the customer. As noted in the deployment models, cloud technology 
vendors are always responsible for the physical security of the data center up to the OS. The 
customer is responsible for securing the environment at levels starting with the OS.  In other 
words, the CSP is responsible for the security of the cloud and the customer is responsible for 
security in the cloud. 

According to Gartner, nearly all successful cyberattacks on cloud services are the result of 
customer misconfiguration, mismanagement, or mistakes.  The reason CSP security incidents 13

are much less common is that CSPs have some of the top cybersecurity talent in the 
world—building  the infrastructure and providing the tools needed to architect to the highest 
levels of security. CSPs also conduct regular penetration testing on their environments.  

Cloud services providers serve customers that have the most sensitive data in the world (e.g., 
Department of Defense, intelligence agencies, international banks, and hospitals.). The 
individual needs for security of those institutions enable the development of data centers, tools, 
and best practices for world-class security.  Because the cloud is a multi-tenant environment, 
customers large and small can take advantage of the same benefits. 

11 Next Generation 911 Cost Estimate, A Report to Congress, October 2018 
https://www.911.gov/pdf/Next_Generation_911_Cost_Estimate_Report_to_Congress_2018.pdf 
 
12 IHS Market Technology Command, Control Rooms/PSAPs - North American - 2018 Report  
13 https://www.gartner.com/en/documents/3899373 
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Inheriting Security Compliance Standards 
To aid in an agency’s compliance efforts, cloud providers regularly receive third-party validation             
for thousands of global compliance requirements that are continually monitored to help agencies             
meet security and compliance standards for their business environment. Agencies inherit the            
latest security controls operated by the cloud provider, strengthening their own compliance and             
certification programs, while also receiving access to tools that can be used to reduce the cost                
and time to create and manage an agency’s own specific security assurance requirements.             
Cloud providers support many security standards and compliance certifications including          
PCI-DSS, HIPAA/HITECH, FedRAMP, GDPR, FIPS 140-2, CJIS, and NIST 800-171.  14

Encryption and Key Management 
To effectively ensure that sensitive agency data is protected from unauthorized access, 
encryption keys are used to encrypt and decrypt data.  These encryption keys must be carefully 
protected. Cloud providers offer encryption key management services that use FIPS 140-2 
validated hardware security modules, allowing agencies to create, own, and manage their own 
symmetric Customer Master Keys for all encryption. These Customer Master Keys never leave 
the FIPS validated hardware security modules unencrypted and are not known to cloud 
personnel. Utilizing a cloud provider that supports symmetric (versus asymmetric) encryption 
keys, will allow an agency to encrypt data at a very large scale in real time. This encryption at 
scale helps to ensure that massive quantities of sensitive data (e.g., data repository of video 
evidence) can be encrypted on disk and still processed in memory to perform any required data 
analysis.  
  
Properly rotating encryption keys is a critical component of the data protection that encryption              
provides. Cloud providers offer key rotation functionality that allows agencies to limit the amount              
of sensitive data encrypted with a given encryption key, significantly reducing the impact of any               
compromised encryption key. Agencies should ensure that cloud providers can securely handle            
key rotation without impacting ongoing operation. 

Reliability and Availability 
There is a wide spectrum of applications that are deployed to meet public safety use cases. 
These range from informational (e.g., awareness, social networking) to applications that are 
directly involved with incident response (e.g., 9-1-1 call handling, CAD, dispatch, and 
communications). The availability requirements of these applications also range in accordance 

14 Payment Card Industry (PCI) Data Security Standard (DSS); Health Insurance Portability and 
Accountability Act (HIPAA)/Health Information Technology for Economic and Clinical Health (HITECH); 
Federal Risk and Authorization Management Program (FedRAMPsm); General Data Protection 
Regulation (GDPR); The Federal Information Processing Standard (FIPS) Publication 140-2; FBI's 
Criminal Justice Information Services (CJIS); and The National Institute of Standards and Technology 
(NIST) guidelines 800-171, "Final Guidelines for Protecting Sensitive Government Information Held by 
Contractors".  
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with the criticality of their use case as viewed by the customer. Applications involved directly 
with incident response (known as mission-critical applications) likely have higher availability 
requirements than those that are not critical to the incident workflow.  
 
Design of mission-critical applications with availability requirements approaching 99.999% 
require a robust application system design. This likely includes both local and geographic 
redundancy of components (hardware and software), diverse networking, and quick failure 
detection and response. While these designs can exist in on-premise and private cloud hosted 
configurations that meet Tier IV data center requirements, the maturation of public cloud service 
provider offerings has improved to the point where serious consideration can be given for 
deployment of public safety applications having high availability requirements in the public 
cloud.  
 
Major CSPs offer tools that can aid in the design of highly available applications or systems. 
This ranges from application orchestration based on load and availability, to spreading of 
applications across different hardware using availability zones and deployment in multiple 
geographically diverse regions and diverse networking paths. Another key component in the 
design of highly available systems is failure detection and response methods and associated 
times. It is non-trivial to develop a solution that detects accurately and responds quickly. CSPs 
offer tools to aid in this as well, but some may not meet the needs of the application use case.  
 
What’s important to understand when addressing availability of a cloud-based mission critical 
application is that one must consider more than just distributed, diverse infrastructure, and 
networking. The use cases and needs served by the application must also be considered (e.g., 
reachability, latency, real-time media) as well as the overall criticality of the application. All of 
these considerations will influence how an application vendor leverages the various constructs 
available within a cloud environment to deliver their application. There are many complexities 
and tradeoffs to consider (e.g., cost, complexity, and performance, to name a few) when 
optimizing mission-critical applications using a public cloud delivery model. 
 
Public Safety agencies should work closely and collaboratively with their vendors and cloud 
service providers to ensure that a holistic view of the key factors potentially impacting the 
availability of their solution running in a cloud is taken into consideration.  These factors must be 
well understood and taken in mind when determining the actual availability level that can be 
achieved in the specific environment that the agency’s solution will run in.  

Final Thought 
While there are many considerations to account for when defining public safety solution 
architecture, one thing is certain, cloud technology can no longer be ignored. The market 
development and competition between public clouds created significant benefits for public 
safety, although such deployment is only at the nascent stage of acceptance by public safety. 
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Ensuring that CSP deployment of public safety applications and infrastructure meets Tier IV 
“public safety grade” requirements involves design tradeoffs and significant familiarity with cloud 
solution design principles. However, as for any other datacenter design project, the 
responsibility for ensuring design best practices and state-of-the-art principles is ultimately the 
responsibility of the solution builder.  
 

Appendix 1: Cloud computing models 

Private cloud 
The cloud infrastructure is provisioned for exclusive use by a single organization comprising 
multiple consumers (e.g., business units). It may be owned, managed, and operated by the 
organization, a third party, or some combination of them, and it may exist on or off premises. In 
this case, private cloud is also referred to as a “colo” or colocation facility, and is essentially 
operated the same as on-premises infrastructure. Since it is virtually indistinguishable from 
on-premises environment, and commonly used already in existing emergency response and 
9-1-1 deployments – this model was largely excluded from the discussion in order to 
accommodate a broader discussion around public cloud. 

Public cloud 
The cloud infrastructure is provisioned for open use by the general public. It may be owned, 
managed, and operated by a business, academic, or government organization, or some 
combination therein. It exists on the premises of the cloud provider. The public cloud is central 
to the topic of this whitepaper, as it is the most controversial and least understood cloud concept 
within the public safety community. This paper largely focused on commercial Cloud Service 
Providers (CSPs).  

Community cloud 
Community cloud is provisioned for communities with specific concerns or requirements like 
mission, security requirements, policy, and compliance. “It may be owned, managed, and 
operated by one or more of the organizations in the community, a third party, or some 
combination of them, and it may exist on or off premises.“ Community clouds exist both within 
federal and state-owned cloud environments (e.g. NLETS) and in the public cloud in the form of 
government clouds (Amazon Web Services GovCloud or Azure Government). 
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Hybrid cloud 
NIST defines Hybrid as “a composition of two or more distinct infrastructures (private, 
community, or public) that remain unique entities, but are bound together by standardized or 
proprietary technology that enables data and application portability.” Hybrid environments in this 
context typically exist between public cloud and an on-premises installation in order to manage 
latency or data privacy considerations where the data remains on site and the computing 
happens within the public environment. 
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Appendix 2: Chronology of Technology 
Following is a chronology of cloud computing pulled from various sources which includes 
technology, policy, and standards-related events and considerations, although technology 
receives the heavier emphasis. 
 

Year Innovation 

1946 

Mauchly and Presper leave the University of Pennsylvania and receive 
funding from the Census Bureau to build the UNIVAC, the first commercial 
computer for business and government applications. 

1949 
Birth of the modem. Computers “talk” over ordinary voice phone lines 
through modems. 

1951 UNIVAC installed at the U.S. Department of Census. 

1951 

Businessmen began to think seriously of how large-scale electronic 
computers could be put to work in commercial as well as scientific 
applications. At IBM, work was under way on the 701, the company’s first 
large-scale system, designed primarily for scientific calculations. The 701 
was announced in 1952, to be followed a year later by the 702 for 
commercial use. 

1953 Magnetic Storage is introduced. Better ways to find information faster. 

1957 
The National Association of Fire Chiefs recommended the use of a single 
number for reporting fires. 

1958 

Digital Phone Lines. Phone companies develop digital transmission for 
internal uses – specifically to put more calls on each of the main lines 
connecting their own switching centers. By 1958, this produced the T1 
standard still used in North America. By the 1980s, phone companies will be 
leasing digital lines to commercial customers. 

1958 Integrated circuits introduced. 

1959 

Several visionaries including Ted Nelson and Douglas Engelbart 
independently suggest computerizing the concept of cross-references, 
creating the clickable link we use on the Web. 

1961 

Timeshare of mainframe computing resources. By allowing a large number 
of users to interact concurrently with a single computer, time-sharing 
dramatically lowered the cost of providing computing capability, made it 
possible for individuals and organizations to use a computer without owning 
one, and promoted the interactive use of computers and the development of 
new interactive applications. 
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1963 
ASCII — American Standard Code for Information Interchange — permits 
machines from different manufacturers to exchange data. 

1964 

Online transaction processing makes its debut in IBM´s SABRE reservation 
system, set up for American Airlines. Using telephone lines, SABRE links 
2,000 terminals in 65 cities to a pair of IBM 7090 computers, delivering data 
on any flight in less than three seconds. 

1966 

Carterfone. Used by Texas oilmen, the Carterfone acoustically connects 
mobile radios to the telephone network. Telephone companies sue in 1966. 
The FCC supports Carter, freeing U.S. telephone lines for many 
uses—including later answering machines, faxes and modems. 

1967 

The President's Commission on Law Enforcement and Administration of 
Justice recommended that a "single number should be established" 
nationwide for reporting emergency situations. 

1968 
AT&T announced that it would establish the digits 9-1-1 (nine-one-one) as 
the emergency code throughout the United States. 

1968 
Senator Rankin Fite completed the first 9-1-1 call made in the United States 
in Haleyville, Alabama. 

1969 

Switched on in late October 1969, the ARPAnet is the first large-scale, 
general-purpose computer network to connect different kinds of computers 
together. But others come online within weeks or months. 1969-70 marks 
the start of Britain’s NPL network, the wireless and more specialized 
ALOHANET in Hawaii (also ARPA funded), and the HLN (High Level 
Network) for the SITA consortium of commercial airlines. Work begins on 
France’s CYCLADES network not long after. The ARPAnet’s massive 
funding will help it pull ahead of rivals. 

1969 

AT&T Bell Labs programmers Kenneth Thompson and Dennis Ritchie 
develop the UNIX operating system on a spare DEC minicomputer. UNIX 
combined many of the time sharing and file management features offered by 
Multics, from which it took its name. (Multics, a project of the mid-1960s, 
represented one of the earliest efforts at creating a multi-user, multi-tasking 
operating system.) The UNIX operating system quickly secured a wide 
following, particularly among engineers and scientists, and today is the 
basis of much of our world’s computing infrastructure. 

1969 

The first RFC surfaced in April 1969, as a document to define and provide 
information about computer communications, network protocols, and 
procedures. 

1970 AT&T began the development of "selective call routing". 

1971 
Alan Shugart leads a team of IBM engineers who invent the "floppy disk," 
allowing data to be shared among computers. 
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1971 

In the early 1970s email makes the jump from time sharing systems – each 
with perhaps a couple of hundred users – to the newly burgeoning computer 
networks. 

1973 

Computers have to communicate down the hall, as well as globally. Local 
area networks (LANs) evolved from the early links to peripheral devices 
such as terminals and printers. 1973 marks the birth of the standard that will 
eventually prevail: Ethernet. Created as part of Xerox PARC’s sweeping 
vision of an “office of the future” comprised of connected PCs, Ethernet 
adapts techniques from the wireless ALOHAnet to treat cables as a passive 
medium, like the air (“ether”) between radio stations. But it will have stiff 
competition from various local network standards including IBM’s formidable 
Token Ring and Datapoint’s ARCNET. 

1973 

Inventing the internet. Early networks successfully connected computers. 
But different kinds of networks couldn’t link to each other, limiting the size of 
online communities. So, the next challenge has been creating “networks of 
networks,” a process called internetworking or internetting. 

1973 
ARPA funds the outfitting of a packet radio research van at SRI to develop 
standards for a Packet Radio Network (PRNET). 

1974 

Specialized Mobile Radio (SMR) was approved by the FCC in 1974 for 
carriers to provide two way radio dispatch for Public Safety, the Construction 
industry, and the Transportation/Trucking industry. SMR networks provide 
voice dispatch, data broadcast, and mobile telephone services. SMR's were 
considered part of a private mobile radio network. 

1975 

The January issue of Popular Electronics magazine features the Altair 8080, 
described as the "world's first minicomputer kit to rival commercial models." 
Two "computer geeks," Paul Allen and Bill Gates, offer to write software for 
the Altair, using the new BASIC language. On April 4, after the success of 
this first endeavor, the two childhood friends form their own software 
company, Microsoft. 

1976 

Steve Jobs and Steve Wozniak started Apple Computers on April Fool's Day 
and rolled out the Apple I, the first computer with a single-circuit board, 
according to Stanford University. 

1976 9-1-1 served 17% of the population of the United States 

1977 

Apple-II was released. Sold complete with a main logic board, switching 
power supply, keyboard, case, manual, game paddles, and cassette tape 
containing the game Breakout, the Apple-II finds popularity far beyond the 
hobbyist community which made up Apple’s user community until then. 
When connected to a color television set, the Apple II produced brilliant 
color graphics for the time. 
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1977 

TRS-80 was released. Performing far better than the company projections of 
3,000 units for the first year, in the first month after its release Tandy Radio 
Shack´s first desktop computer — the TRS-80 — sells 10,000 units. 

1979 9-1-1 served 26% of the population of the United States 

1981 

The first IBM personal computer, code-named "Acorn," is introduced. It uses 
Microsoft's MS-DOS operating system. It has an Intel chip, two floppy disks 
and an optional color monitor. Sears & Roebuck and Computerland sell the 
machines, marking the first time a computer is available through outside 
distributors. It also popularized the term PC. 

1982 

The mechanisms for Internet email were first codified way back in 1982 with 
RFC 821, written by Internet legend Jon Postel. Postel laid out the essential 
messaging framework for Internet-connected computers (what today we’d 
call ISPs or service providers) to exchange and forward messages. 

1983 1G Analog Cellular available in the United States. 

1983 

GNU. Richard Stallman, a programmer at MIT’s Artificial Intelligence Lab, 
set out to develop a free alternative to the popular Unix operating system. 
This operating system called GNU (for Gnu's Not Unix) was going to be free 
of charge but also allow users the freedom to change and share it. Stallman 
founded the Free Software Foundation (FSF) based on this philosophy in 
1985. 

1983 The first commercially-available cell phone is produced. 

1985 

Microsoft announces Windows. This was the company's response to Apple's 
GUI. Commodore unveils the Amiga 1000, which features advanced audio 
and video capabilities. 

1985 

The first dot-com domain name was registered on March 15, years before 
the World Wide Web would mark the formal beginning of Internet history. 
The Symbolics Computer Company, a small Massachusetts computer 
manufacturer, registers Symbolics.com. More than two years later, only 100 
dot-coms had been registered. 

1985 

U.S. Internet protocols (TCP/IP) get a major boost when the National 
Science foundation forms the NSFNET, linking five supercomputer centers 
at Princeton University, Pittsburgh, University of California at San Diego, 
University of Illinois at Urbana-Champaign, and Cornell University. Soon, 
over a dozen regional and educational networks will be added, including 
BITNET, CSNET, and a dozen or so others. Parts of the original ARPAnet 
had been reassigned to NSFNET, while others had gone to the military 
network, MILNET. The NSFNET is a major factor in helping Internet 
protocols win out over rival protocols like OSI, SNA, and DECNET. 
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1987 

GSM adopted. Digital mobile networks had been pioneered by ARPA from 
the early 1970s for military use, but early cell phone networks for consumers 
are analog. They use traditional telephone circuit-switching, where there is a 
connection (circuit) between caller and recipient for the duration of the call. 
The connection seamlessly switches from cell to cell as the phone moves. In 
1987, the European Community formally agreed on the GSM (Spécial 
Mobile Group, or GSM in French) standard for digital mobile telephony, 
including text messaging (SMS). Development work had begun five years 
earlier with major input from Ericsson, Deutsche Telekom, France Telecom 
and a number of others. GSM will reach customers in the early 1990s, in 
some markets at around the same time as competing standard CDMA from 
Qualcomm in the United States. 

1987 9-1-1 served 50% of the population of the United States. 

1989 

Information Superhighway. But the decisive factor? Probably 
money—especially U.S. government support from the National Science 
Foundation’s NSFNET and other sources. At the instigation of computer 
pioneers, Senator Al Gore begins working in 1987 on what will become his 
High Performance Computing and Communication Act. When it was funded 
in 1991, the Act created the National Information Infrastructure, which 
promotes and funds over $600 million worth of various networking initiatives. 
Gore famously calls it the “information superhighway.” 

1990 

WorldWideWeb is born. At the world’s biggest physics laboratory, CERN in 
Switzerland, English programmer and physicist Tim Berners-Lee submits 
two proposals for what will become the Web, starting in March of 1989. 
Neither is approved. He proceeds anyway, with only unofficial support from 
his boss and his coworker Robert Cailliau. By Christmas of 1990 he had 
prototyped “WorldWideWeb” (as he writes it) in just three months on an 
advanced NeXT computer. It features a server, HTML, URLs, and the first 
browser. That browser also functions as an editor—like a word processor 
connected to the Internet – which reflects his original vision that the Web 
also incorporates authoring and personal organization tools. The idea is that 
a Web of useful links will grow and deepen as people create them in the 
course of their daily lives. 

1990 

Motorola/IBM launched the Advanced Radio Data Information Service 
(ARDIS) network that allowed FCC licensed users with wireless handheld 
terminals to communicate interactively at speeds up to 19.2 Kbps with home 
office networks. ARDIS supported applications such as Public Safety 
(Database Queries), Field Service (Parts Availability), Sales, Utilities (Fixed 
Telemetry - Meter Reading) to name just a few. 

1991 
Wireless 2G enabled services such as text messages, picture messages, 
and MMS. 
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1991 

After the National Science Foundation (NSF) changed its policy, the Internet 
is for the first time a publicly accessible network with no commercial 
restrictions. This removes the last major remaining advantage for competing 
networking and internetworking standards, from OSI to SNA to 
CompuServe’s own international network. Four years later the NSF will turn 
over the Internet’s backbone (main high speed lines and nodes) completely 
to private industry. 

1992 

In 1986, a group of international standards organizations spun-off the Joint 
Photographic Expert Group (JPEG) to create a set of standards for digital 
images. The resulting JPEG Standard (ISO/IEC 10918) was released in 1992 
and updated in 1994. 

1993 

Nextel was launched in 1993 as an Enhanced Specialized Mobile Radio 
(ESMR) service provider. This added cellular capability and used the 
Motorola Integrated Digital Enhanced Network (iDEN) technology. 

1994 

When main Web inventor Tim Berners-Lee forms the World Wide Web 
Consortium (W3C) in 1994, the European headquarters are slated for the 
Web’s birthplace, CERN in Switzerland, with U.S. headquarters at MIT in 
Boston. But then CERN changes its plans and the core team of Web 
developers gets split among several French research sites. Also in 1994, 
Vice-President Al Gore supported a prominent White House Web site, as 
well as encouraging funding of W3C in the U.S. Perhaps most important, 
Silicon Valley began to invest in the commercial possibilities of the Web – 
including Java and the formation of Netscape. The momentum for Web 
development shifts further West, and never returns to Europe. 

1997 
Sergey Brin and Larry Page develop the Google search engine at Stanford 
University. 

1996 

The FCC adopts rules for Phase I wireless location. 94-102 was the Order 
that is a revision of the Commission's rules to ensure compatibility with 
Enhanced 9-1-1 Emergency Calling systems. 

1997 

Cellular Digital Packet Data (CDPD) service was launched. CDPD was 
positioned to support Public Safety applications such as reports and 
database access, e.g. motor vehicles. 

1999 
The term Wi-Fi becomes part of the computing language and users begin 
connecting to the Internet without wires. 

1999 

The Wireless Communications and Public Safety Act of 1999 (911 Act) took 
effect with the purpose of improving public safety by encouraging and 
facilitating the prompt deployment of a nationwide, seamless 
communications infrastructure for emergency services. One provision of the 
911 Act directs the FCC to make 911 the universal emergency number for 
all telephone services. 
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1999 The FCC adopts rules for Phase II wireless location. 

2000 

Camera Phone. Japan's SoftBank introduces the first camera phone, the 
J-Phone J-SH04; a Sharp-manufactured digital phone with integrated 
camera. The camera had a maximum resolution of 0.11 megapixels a 
256-color display, and photos could be shared wirelessly. 

2001 9-1-1 served 93% of the population of the United States 

2002 

Verizon launches CDMA 3G network enable mobile services such as voice 
telephony, mobile Internet access, fixed wireless internet access, video calls 
and mobile TV. 

2003 

Agreement between NENA and the Voice on the Net (VON) Coalition, 
industry participants, state agencies and commissions, public safety officials 
and PSAPs, and the Association of Public-Safety Communications Officials 
- International, Inc. (APCO) have been working together under the auspices 
of NENA to develop solutions that will lead to VoIP subscribers receiving 
E911 functionality. 

2004 
Mozilla's Firefox 1.0 challenges Microsoft's Internet Explorer, the dominant 
Web browser. Facebook, a social networking site, launches. 

2005 FCC adopts E911 mandates for voice-over-IP (VoIP) service providers. 

2005 

NENA Interim VoIP Architecture (i2) was developed to outline an interim 
architecture to connect callers in the IP domain with Public Safety 
Answering Points (PSAPs) supported by the existing E9-1-1 Service 
Provider network. 

2006 

Amazon Web Services (AWS) is launched. It introduced a number of web 
services, including Amazon Elastic Cloud 2 (EC2) and Amazon Simple 
Storage Service (S3). EC2 allowed users to rent virtual time on the cloud to 
scale server capacity quickly and efficiently while only paying for what was 
used. Use of the cloud eliminates the need for a company to maintain a 
complex computing infrastructure on their own. 

2007 

Apple launches the iPhone - a combination of web browser, music player 
and cell phone - which could download new functionality in the form of 
"apps" (applications) from the online Apple store. 

2009 
Sprint began advertising "4G" service in selected cities in the United States 
succeeding 3G. More bandwidth was required for mobile devices. 

2009 

The mobile web hits the mass market. By the late 2000s, 3G networks for 
higher speed mobile data had been spreading fast. The iPhone’s 
phenomenal popularity creates a new computing platform that brings mobile 
Web browsing to a large audience. Google’s Android mobile platform soon 
makes that audience even larger. 
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2009 First successful text-to-911 message is sent in Black Hawk County, Iowa. 

2010 

IBM’s Watson spars against the former Jeopardy! Tournament of Champion 
contestants and finishes with a 71% winning percentage. This was 
preparation for a 2011 match where Watson would defeat two former human 
Jeopardy champions. In the televised exhibition match, Watson handily 
defeated two of the all-time best Jeopardy! players, Ken Jennings and Brad 
Rutter, by analyzing natural language questions and content more 
accurately and faster than its human counterparts. 

2011 NENA releases i3 Standard Version 1. 

2012 Washington state implements the first statewide ESInet. 

2012 Facebook gains 1 billion users. 

2015 

Net neutrality, the treatment of all data sent across the internet as equal 
regardless of user, content, or platform, is one of the founding principles of 
the internet. Many Internet service providers (ISPs) and other technology 
companies opposed the idea by claiming it would discourage investment in 
infrastructure, while consumer advocates and civil rights organizations 
asserted that net neutrality protects freedom of speech and ensures the 
widest possible Internet access. The Federal Communications Commission 
ruled that broadband Internet access was included under the 
Communications Act of 1934, and therefore ISPs were required to follow 
FCC guidelines that include net neutrality as a principle. 

2015 
FCC adopts rules to improve location accuracy using a “dispatchable 
address” or X/Y within 50 meters for wireless 911 calls. 

2016 

NENA releases NG9-1-1 i3 Standard Version 2 which is the NENA Detailed 
Functional and Interface Standards for the NENA i3 Solution which built 
upon prior NENA publications including i3 requirements and architecture 
documents. 

2017 

The Defense Advanced Research Projects Agency (DARPA) is developing 
a new "Molecular Informatics" program that uses molecules as computers. 
"Chemistry offers a rich set of properties that we may be able to harness for 
rapid, scalable information storage and processing," Anne Fischer, program 
manager in DARPA's Defense Sciences Office, said in a statement. "Millions 
of molecules exist, and each molecule has a unique three-dimensional 
atomic structure as well as variables such as shape, size, or even color. 
This richness provides a vast design space for exploring novel and 
multi-value ways to encode and process data beyond the 0s and 1s of 
current logic-based, digital architectures." 
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2019 

3GPP plans to complete Release 15 of phase I of the 5G specification. 5G 
performance targets high data rate (up to 20 Gbit/s), reduced latency, 
energy saving, cost reduction, higher system capacity, and massive device 
connectivity.  
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