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Background 

The nation’s 911 emergency communications services and systems are critical to promoting public 

safety and for enabling first responders to effectively respond to requests for help.  Originally 

developed to enable voice calls from traditional landline telephone networks, 911 services and 

systems continue to evolve to accommodate the ever-changing communications preferences and 

safety needs of American consumers.  Today, the majority of 911 calls originate on wireless networks.  

While wireless access provides 911 authorities with a greater ability to aid those in need, the 

challenges associated with locating a wireless caller are not trivial, especially for calls made from 

indoor locations.  

 

The location of a 911 caller is generally considered to be the most critical piece of information 

required to dispatch emergency responders in a timely fashion, and various technological solutions 

have developed over the years to aid wireless carriers in meeting this critical need.  In recent years, 

location services have been developed that allow a 911 caller’s location to be determined and 

conveyed to a PSAP without the direct involvement of a wireless carrier, i.e., location data that is 

“supplemental” to the data that the wireless carrier already provides.  The availability of 

supplemental data, if provided and used effectively, may very well provide PSAPs and first responders 

with additional information that allows them to determine the caller’s location more quickly and 

accurately and potentially save lives.  However, how well it ultimately meets their needs will likely 

depend on how the location is determined, how the information is conveyed to the PSAP, and how 

the telecommunicator uses the information as part of any emergency response effort.   

 

This document recommends a set of Best Practices that iCERT believes should guide the development, 

delivery, and use of any “Supplemental 911 Location Data,” defined as: 

 

“Supplemental 911 Location Data is defined as any location data associated with a 

wireless 911 call that is provided to a PSAP other than from an originating wireless 

carrier.” 

 

Potential Benefits of Supplemental 911 Location Data 

Regardless of how it’s provided, the benefits of accurate and timely location information to a PSAP’s 

emergency response efforts are obvious.  It allows 911 telecommunicators to spend less time 

determining and validating location information and allows first responders to get to those in need 

more quickly.  Supplemental 911 location data may be helpful at any time, but it might be especially 
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helpful when traditional methods for determining location don’t provide a location that is sufficiently 

accurate.  With supplemental 911 location data available as an option, PSAPs and 911 authorities 

would be empowered to make their own choices about which technological solutions fit their specific 

needs.  

 

Fortunately, location technologies available on smartphone devices and operating systems have 

improved greatly in recent years.  While these technologies may be leveraged by carrier-based 

solutions, the availability of supplemental 911 location solutions may allow device manufacturers and 

operating system providers to accelerate the rate of adoption by PSAPs.  Moreover, as PSAPs 

transition to NG911, the use of supplemental 911 location data may provide PSAPs with a tangible 

benefit of deploying IP-based systems that are capable of receiving location data beyond the 

traditional E911 ANI and ALI.  The benefits associated with the availability of supplemental 911 data, 

including location data, may be a key reason to upgrade outdated 911 call-taking applications, 

mapping products or computer-aided dispatch software. 

 

Potential Limitations of Supplemental 911 Location Data 

As with any innovation, supplemental 911 location data is not without its limitations and challenges.  

Not every mobile device is currently enabled to send supplemental 911 location data, and some 

device manufacturers and/or operating system developers may not choose to support it.  Even when 

a device is enabled, there is no assurance that the supplemental location data will be available for 

every 911 call sent to the PSAP.  Moreover, not every PSAP is currently equipped to receive and use 

supplemental 911 location data if it were available.  While there are a variety of vendors that provide 

such services, PSAPs typically must opt in to the service in order to get access to supplemental 911 

location data.  While these issues should not be viewed as impediments, they should be recognized 

as challenges that must be overcome for more PSAPs to benefit from the use of supplemental 911 

location data. 

 

PSAPs will also need to incorporate the use of supplemental 911 location data into their standard 

operating procedures.  Current policies and procedures may limit such use by some PSAPs, and new 

policies and procedures may need to be developed.  These new procedures may impact current call-

taking systems and processes.  Telecommunicators will need to be trained on how to receive and 

process supplemental 911 location data, along with location data received through traditional means, 

and the availability of such data will need to be incorporated into the work flow.   

 

Best Practices for Providers of Supplemental 911 Location Data 

iCERT developed the following recommended best practices for those entities that provide 

supplemental 911 location data to PSAPs.  It includes guidelines affecting the accuracy of 

supplemental data, how such data is determined and conveyed to PSAPs, and what policies, 
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procedures, and processes should be implemented by location service providers to address 

cybersecurity, privacy, and other important issues. 

 

1. Location Information   
Locations should be reported in a geodetic profile (latitude/longitude with altitude when possible, 

along with uncertainty radius and confidence) along with a reliable time stamp of when the location 

was determined.  The recommended confidence for geodetic locations is 90% or higher to facilitate 

direct comparison with traditional wireless carrier location mechanisms, and any deviations should be 

clearly communicated.  Supplemental 911 Location information should not be conveyed to PSAPs 

unless it satisfies a minimum confidence level of 68%. 

 

2. Reverse-geocoding 
It is recommended to use geodetic location information (lat/lon/alt or x/y/z) as primary location 

information.  While a reverse-geocoded address is not recommended, if it is provided, it should be 

labeled as “Estimated Address” to indicate that the address might be imprecise. The process of reverse-

geocoding a geodetic address should ideally use authoritative address data in the form of 

site/structure address points, road centerlines, or site/structure parcel polygons.  If possible, the civic 

address portion of the estimated address should be validated against MSAG or another validation 

function (e.g., an NG911 validation function such as LVF). 

 

3. Caller Interaction 
Location should be automatically conveyed to the PSAP without requiring callers to go through manual 
steps to send location that could distract callers from the conversation with the 9-1-1 
Telecommunicator or delay the call itself.  
 

4. Timing 
Location should be sent as soon as a position is acquired that satisfies the uncertainty and confidence 
requirements of the PSAP, and location updates should be sent either periodically throughout the call, 
or whenever the caller is in motion. Location should be sent with reliable time stamps to alert users of 
potentially stale locations.  
 

5. Cybersecurity  
Providers should protect their users by following common cybersecurity best practices such as end-to-
end encryption, strong authentication schemes and secure transport mechanisms.  Mechanisms 
should be in place to identify and prevent spoofing of location data. 
 

6. Privacy 

Providers should ensure that 911 location information can be universally obtained only in association 

with an active 9-1-1 call.  Locations being obtained outside of a 9-1-1 call should require explicit user 

consent.  

 

Stakeholder Notifications 

Providers should voluntarily notify stakeholders such as federal regulators, industry organizations, 911 

authorities, and wireless carriers when rolling out any supplemental location solution, providing information 
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about their solutions.  This should include any operational limitations associated with their location source 

data and potential differences between the data they provide and data provided through traditional 911 

location methods. 

 

1. NG911 Standards 

Providers should embrace NG911 standards by supporting NENA i3 procedures, data flow, data 

structures, interfaces, functional elements, and services, such as LIS, HELD and PIDF-LO when 

transmitting supplemental location data to PSAPs. The implementation of a specific standard or 

communications mechanism should be sought with industry interoperation in mind, though it is 

ultimately at the discretion of the PSAP for the delivery of emergency calls and data. 

 

2. Terms of Use 

Providers should provide clear terms of use to their Public Safety customers to clarify how 

supplemental location data should or should not be used. Providers should be able to explain to their 

Public Safety customers how the location data provided is acquired and conveyed to PSAPs, as well as 

any limitations on the availability of supplemental location (e.g., if the subscriber is not subscribed to 

data services, if the call is from a non-service initialized device, if the supplemental information is 

determined with a non-standard confidence level, etc.) 

 

Best Practices for PSAPs that Use Supplemental 911 Location Data 

iCERT developed the following recommended best practices for use by PSAPs that choose to use 

supplemental 911 location data in conjunction with their 911 call-taking processes.  It includes 

guidelines for using supplemental 911 location data in conjunction with location data received 

through traditional mechanisms, as well as best practices affecting location data display, workflow 

integration, and training. 

 

1. Interaction with traditional wireless carrier location 

PSAPs should collaborate with their software systems providers to ensure their applications display 

Supplemental 911 Location information in a manner that enables the Telecommunicator to make an 

efficient and informed dispatch based on all sources of location information provided including 

traditional 911 location data and supplemental 911 location data. The addition of supplemental 

location information should not impair the Telecommunicator’s ability to view and process 911 

location information in a timely manner.  

 

2. Display 

PSAPs should ensure that their software systems and applications display Supplemental 911 Location 

information with horizontal uncertainty measured as a radius from a reported point. All supplemental 

location information delivered as a position, should convey confidence at 90% or higher. If a confidence 

value other than 90% is conveyed by the provider of Supplemental 911 Location services, the 

confidence value should be displayed as well.  It is recommended that reverse geo-coding of a 

coordinate-based position into a civic address only be done by the PSAP using an authoritative address 
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data set.  If a supplemental location is being displayed as a reverse-geocoded address, it should be 

labeled as an “estimated address” to encourage Telecommunicators to not immediately trust the 

address, but verify the address information. In the event that multiple locations are available, the 

display to the Telecommunicator should present each location in meaningful fashion, differentiating 

them clearly (e.g., not allowing one to overwrite the other), as well as to indicate that they are 

connected to the same call.  The User Interface should be designed to place displayed Supplemental 

Location in full context (e.g., indicating the relative age or time stamp of the location, indicating 

whether the user is viewing the most recent location information, distinguishing the Supplemental 911 

Location from Traditional E9-1-1 location). 

 

3. Workflow Integration 

PSAPs should ensure that their software systems and applications integrate supplemental location into 

existing PSAP workflow and displays, such as mapping solutions, computer-aided dispatch or other 

call-handling applications. Supplemental 911 location information should be queried automatically 

without the need for the Telecommunicator to follow manual steps to retrieve supplemental location. 

Supplemental locations received by the PSAP should be associated with the call or incident record in 

all call and incident handling systems and logged by the PSAP’s logging recorder(s) and service(s).  

 

4. Standard Operating Procedures & Training 

PSAPs should train their staff and update their Standard Operating Procedures to provide guidance on 

the following topics related to supplemental location services 

o Basic concepts of caller location (civic address vs. lat/long, uncertainty, confidence) 

o Difference between traditional pre-provisioned civic addresses such as those in wireline ALI 

records and reverse-geocoded geodetic locations, wireless Phase 1, Phase 2, and Supplemental 

Locations, and other future locations such as civic NEAD supplied locations 

o When/how to use Supplemental 911 Location information 

o How to verify/validate and utilize location information effectively if different location sources yield 

inconsistent results, and how to properly report location discrepancies 

 

5. Auditing and analytics 

PSAPs should periodically analyze and audit the locations of wireless 911 calls over periods of time to 

compare the speed and accuracy of traditional wireless locations to supplemental locations, to 

determine patterns, update training, work with traditional and Supplemental Location providers to 

correct problems, in an effort to improve the accuracy and performance of traditional and 

supplemental location solutions. 

 

 


